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SECTION I

SUBJECT AREA AND COURSE NUMBER: Information, Network, and Web Technologies 210

COURSE TITLE: 
Introduction to Computer Forensics Investigation

Units: 
3

Letter Grade or Pass/No Pass Option
CATALOG COURSE DESCRIPTION:

This course is an introduction to the methodologies used to conduct a digital forensics investigation in
accordance to the objectives of the International Association of Computer Investigative Specialists
(IACIS) certification. Emphasis is placed on building a solid foundation by introducing digital forensics
to those who are new to the field. Topics include an overview of computer forensics certifications,
computer investigation processes, computer forensics tools, understanding disk structures, operating
systems boot processes, data acquisition/analysis, technical writing, and testifying as an expert witness.
This course is intended for students who have a thorough understanding of computer and networking
basics.

REQUISITES:

Advisory: 
ENGL 101 with a grade of "C" or better, or equivalent or Assessment Skill Level R6/W6 
and 
INWT 100 with a grade of "C" or better, or equivalent 
and 
INWT 120 with a grade of "C" or better, or equivalent 

FIELD TRIP REQUIREMENTS: 
May be required 

TRANSFER APPLICABILITY: 
Associate Degree Credit & transfer to CSU 

CID: 

TOTAL LECTURE HOURS: 
32 - 36 

TOTAL LAB HOURS: 
48 - 54 

STUDENT LEARNING OBJECTIVES:
Upon successful completion of the course the student will be able to:

1. Describe the field of digital forensics, and summarize how to conduct an investigation.
2. List the physical requirements for a digital forensics lab, and explain the criteria for selecting a basic
forensic workstation.

Status: Active          page 1 of 5 Date Printed: 05/7/2019 



forensic workstation.
3. Explain ways to determine the best acquisition method, how to use acquisitions tools, and how to
validate data acquisitions.
4. Describe how to secure a crime scene and seize and store digital evidence.
5. Explain the purpose and structure of file systems and options for decrypting drives with whole disk
encryption.
6. List and describe the various hardware and software tools available to forensic investigators.
7. Describe and explore Linux and Macintosh file structures.
8. Describe and explain how to locate and recover graphics files, including copyright issues with
graphics.
9. Determine which data to analyze in a digital forensics investigation, and explain the tools used to
validate data. 
10. Explain the procedures for conducting forensic analysis of virtual machines, live acquisitions, and
network-monitoring tools.
11. Describe tasks and tools used in investigating email and social media crimes and violations.
12. Describe the procedures for acquiring data from mobile devices.
13. Summarize legal challenges in conducting cloud forensics, and explain how to conduct a cloud
investigation.
14. Explain the importance of reports, and describe guidelines for generating and writing reports
15. Explain guidelines for preparing evidence and giving testimony as an expert witness in court,
depositions, and hearings.
16. Explain how ethics and codes apply to expert witnesses. 

SECTION II 

1. COURSE OUTLINE AND SCOPE: 

Outline Of Topics: 
The following topics are included in the framework of the course but are not intended as limits on
content. The order of presentation and relative emphasis will vary with each instructor. 

Digital forensics profession and investigationsI.
Overview of digital forensicsA.
Preparing for digital investigationsB.
Maintaining professional conductC.
Data recovery workstations and softwareD.
Conducting the investigationE.

Investigator's office and laboratoryII.
Determining the requirements for a digital forensics labA.
Selecting a basic workstationB.

Data acquisitionIII.
Determining the best acquisition methodA.
Using acquisition toolsB.
Validating data acquisitionsC.

Processing crime and incident scenesIV.
Identifying digital evidenceA.
Processing law enforcement crime scenesB.
Preparing for a searchC.
Securing a computer incident or crime sceneD.
Seizing digital evidenceE.
Storing digital evidenceF.
Obtaining a digtial hashG.
Reviewing a caseH.

Working with Windows and command line interface (CLI) systemsV.
File systems and encryptionA.
Using the Registry and StartupB.
Virtual machinesC.

Current digital forensics toolsVI.
Evaluating the need for digital forensics toolsA.
Software toolsB.

A.
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Software toolsB.
Norton Disk Edit1.
SMART2.
Helix 33.
Kali Linux4.
Autopsy and Sleuth Kit5.
EnCase6.

Hardware toolsC.
Forensics workstations1.
Write-blocker2.

Validating and testing forensics softwareD.
Working with Linux and Macintosh file systemsVII.

Examining Linux file structuresA.
Examining Macintosh file structuresB.
Using forensics toolsC.

Graphics filesVIII.
Recognizing a graphics fileA.
Data compressionB.
Locating and recoveringC.
Identifying unknown file formatsD.
Copyright issuesE.

Digital forensics analysis and validationIX.
Determining what data to collect and analyzeA.
Validating forensic dataB.

Virtual machine forensics, live acquisitions, and network forensicsX.
Overview of virtual machine forensicsA.
Performing live acquisitionsB.
Overview of network forensicsC.

Email and social media investigationsXI.
Exploring and investigating email crimes and violationsA.
Email serversB.
Using specialized forensics toolsC.
Applying digital forensics to social mediaD.

Mobile forensicsXII.
OverviewA.
Acquisition procedures for mobile devicesB.

Cloud forensicsXIII.
OverviewA.
Legal challengesB.
Technical challengesC.
AcquisitionsD.
Conducting an investigationE.
ToolsF.

Report writing for high-tech investigationsXIV.
Importance of reportsA.
Guidelines for writing reportsB.
Generating report findings with forensics software toolsC.

Expert testimony in digital investigationsXV.
Preparing for testimonyA.
Testifying in courtB.
Preparing for a deposition or hearingC.
Preparing forensics evidence for testimonyD.

Ethics for the expert witnessXVI.
Applying ethics and codesA.
Organizations with codes of ethicsB.
Difficulties in expert testimonyC.

Reading Assignments: 
Reading assignments are required and may include but, are not limited to, the following:

B.
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I. Course textbook.
II. International Organization of Standards (ISO) 27000 series publications.
III. Various Microsoft operating systems and applications books available from Microsoft Press
(www.microsoftpressstore.com).
IV. Materials available from Computer Forensic Analysis (www.porcupine.org/forensics), Digital
Forensic Investigator (www.dfnews.com), and High Tech Crime Consortium
(www.hightechcrimecops.com).

Writing Assignments: 
Writing assignments are required and may include, but are not limited to, the following:

I. Case project report that will be evaluated to assess the student’s knowledge of various computer
crimes, corporate mis-conduct and corrupt e-mail files. Students will utilize EnCase Legal Journal
which is a practitioner’s guide to legal issues related to digital investigations and electronic discovery.
II. Case project report that will be evaluated to assess proper usage of ProDiscover forensic software to
extract information from a case which included a spreadsheet and a .txt file with information to help
forensic examiners determine what happened in this case, identify all encrypted files, and explore data
acquisition tools to provide an in-depth forensic analysis of a hard drive which is part of their analysis.
III. Case project report utilizing OS-Forensics software that will be evaluated to assess proper retrieval
of e-mails from suspected computers and how forensic technicians are able to extract information from
deleted e-mails. Students will methodically analyze all suspicious e-mail activity by examining e-mail
headers, tracing messages, examining server logs and utilizing e-mail forensic tools successfully.

C.

Appropriate Outside Assignments: 
Outside assignments may include, but are not limited to, the following:

I. Hands-on practice labs utilizing specialized forensic software such as: ProDiscover, Forensic Tool
Kit, and Wireshark (labs will be utilized throughout the course to disseminate evidence, analyze data,
and packet analysis.)
II. Conduct interviews with local law enforcement professionals to identify additional industry standard
practices for conducting digital forensic investigations.

D.

Appropriate Assignments that Demonstrate Critical Thinking: 
Critical thinking assignments are required and may include, but are not limited to, the following:

I. Discussing trial processes, whether civil or criminal which include: Motion in limine, Impaneling the
jury, Opening statements, Plaintiff, Defense, Rebuttal, Closing Arguments and Jury instructions.
II. Proper procedures for preparing forensic evidence for testimony and preparing a defense of
evidence-collection methods.
III. Discussing trial processes and procedures for preparing a case for trial, including gathering evidence.

E.

2. METHODS OF EVALUATION: 

A student's grade will be based on multiple measures of performance unless the course requires no grade.
Multiple measures may include, but are not limited to, the following:

I. Exams and quizzes modeled after industry certifications related to digital forensics infestation.
II. Individual and team projects that demonstrate mastery of single and multiple competencies related to
basic forensics investigation into crimes or incidents involving computers, mobile devices, and cloud
technology.
III. Practice lab simulations to demonstrate competency and prepare for industry
examination/certification.

3. METHODS OF INSTRUCTION: 

Methods of instruction may include, but are not limited to, the following:

* Lecture-Lab Combination

Status: Active          page 4 of 5 Date Printed: 05/7/2019 



* Distance Education
* Computer Assisted Instruction
* Audio-Visual
* Collaborative Learning

4. REQUIRED TEXTS AND SUPPLIES:
Textbooks may include, but are not limited to: 

TEXTBOOKS:
1. Barrett, Daniel J.. Linux Pocket Guide: Essential Commands, 3rd ed. O'Reilly Media, 2016, ISBN:
9781491927571 
2. Nelson Bill, Amelia Phillips, and Chris Steuart. Guide to Computer Forensics and Investigations, 5th
ed. Cengage Learning, 2015, ISBN: 9781285060033 

MANUALS:

PERIODICALS:

SOFTWARE:

SUPPLIES:
1. Removable storage media, such as an external hard-drive or USB memory sticks.

ORIGINATOR: David Kennemer

CO-CONTRIBUTOR(S) 
DATE: 04/05/2017
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